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�The Data Protection Act, 1998





Introduction



This Briefing Paper is based upon  the assumption that readers have some familiarity with the 1984 Act, and need to know what changes have come about, or will be coming about, as a result of the 1998 Act.  There is an emphasis throughout  the Briefing Paper on the impact on higher education libraries.  It must however be stressed that the law is new, and in many places is untested, so some of the comments must be regarded for the time being as speculative.  This is particularly true for the ëjournalism exemptioní (see below).



What is data protection about?  It concerns the rules imposed upon those who handle personal data, that is, data about living identifiable individuals, in any way.  The law also provides such individuals with a number of important rights regarding how data about them is handled.  It must be stressed that, unlike the previous Data protection Act (1984), which applied to computerised data only, the new Act applies to personal data in whatever medium  it is found, including paper, CCTV footage, microfilm, audio tapes, etc.



The Data Protection Principles



The Data Protection Principles are fundamental to the new 1998 Act. whilst mContravention  can lead to an Enforcement Notice (see below)  being served,  or a criminal prosecution.



Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless-



	a)	at least one of the conditions in Schedule 2 is met, and

	b)	in the case of sensitive personal data, at least one of the conditions in Schedule 3  is also met.��

There are two component s to parts to meeting the requirements of the first Principle. One The first relates to what is regarded as ëfair obtainingí and the secondother to the conditions for legitimising processing.  ëFair obtainingí  entails the requirement thatmeans, in practice, that  the data controller  (defined below) must  inform each individual at the time of obtaining any personal information directly from him, or when obtaining it from a third party,  that it is collecting such information, unless this would  would meaninvolve  what is called ëdisproportionate effortí.   Further guidance on what is considered to be disproportionate effort is due out soon, but my advice would be not to rely on this wording to avoid your obligations.   In other words, in general you should always inform individuals if you are collecting, or processing information about them. 



The legitimising conditions, of which at least one is necessarymust be met to comply with the first Principle,  include:



the data subject consenting to the processing, or processing for various contractual or legal and statutory purposes; or, 

if processing is necessary: ë… for the purposes of legitimate interests pursued by the data controller or by the third party or parties to whom the data are disclosed, except where the processing is unwarranted in any particular case by reason of prejudice to the rights and freedoms or legitimate interests of the data subject.í 



There are others, but for most practical purposes one or both of the two listed above must apply.  If neither applies, then you may not process the personal information.



Note that ëprocessingí includes obtaining, recording, holding, disclosing and even disposing of information or data as well as carrying out any operation, or set of operations on it.    



Processing of ‘ësensitive’í personal data, receives special provision throughout the Act and stringent safeguards and limitations about its use are prescribed.  This is discussed further below. 



2.	Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.��

A central concept in data protection is that of identifying the purpose or purposes tfor which the data and the activity has been collectedare applied. It is all too easy to think and plan in terms of files of data, rather than purposes. After all, files are, or should be an identifiable and visible part of the operation. Moreover, the same file may be used.  This imposes a discipline on managers ofto ensuring that therebe clear about what they are collecting data for. is clarity of purpose   They need to tell both the data subjects and the Data Protection Commissioner (see below) what these purposes are. 

	

3.	Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.��

. It can be envisaged, for instance, that Accurate, but incomplete information , though accurate, may be is not satisfactory insufficient to allow for proper processing. On the other hand, The data must also pass scrutiny as to its relevance forshould be relevant to the purpose intended without being , and it must not be excessive. Again t Each decision has to be capable of being justified and spurious data must not be used.  For example, Wwhat is irrelevant and excessive for routine invoicing may be perfectly acceptable for customer profiling and market research.  , for example. Moreover,  Keeping a uniform amount of information about people simply for administrative convenience should  therefore be avoided. definitely not recommended



4.	Personal data shall be accurate and, where necessary, kept up to date.��

The Act  requires  the data controller to have taken reasonable steps to ensure the accuracy of material obtained from the data subject, or from a third-party. 



The Act provides that:-



ëThe fourth principle is not to be regarded as being contravened by reason of any inaccuracy in personal data which accurately record information obtained by the data controller from the data subject or a third party in a case where- 



the data controller has taken reasonable steps to ensure the accuracy of the data, and

if the data subject has notified the data controller of the data subject's view that the data are inaccurate, the data indicate that fact.í



5.	Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.��

In some instances, the length of time involved  may be quite a long time; it will depend upon the data and its application.  The importance of retainingretention, under certain conditions, of data for the research ispurposes of research has been recognised within the Act (see below).  



6. 	Personal data shall be processed in accordance with the rights of data subjects under this Act.��

A range of rights is prescribed in the Act for individuals about whom data is processed. They  are described later in this Briefing Paper.  If a data controller fails to comply with a data subject’s rights, then it has broken the law. 



7.	Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.��

A great deal of emphasis is placed on mMaintaining the integrity of data in terms of access to, processing and disclosure of, data is vital. As a corollary  iIt is also important that  appropriate security which is  is in place. Furthermore, it is very important to remember that ‘ As data processing includesembraces operations from collecting and acquiring data all the way  through to its disposal, a Here a judgement as to what is necessary and appropriate is rjudgement on what is necessary and appropriate at all stages  is required. In determining reasonable security measures, consideration needs to be given to the cost of security,  the risks involved, both man-made and natural,  the sensitivity and value of the data,  and the consequences of compromising its integrity.  The Principle specifies that appropriate technical and organisational measures shall be taken.  Security, therefore, is not simply a technology-related matter but  a whole way ofinvolves managing and operating with people, facilities and other agencies.  For example, the Act states:



ëThe data controller must take reasonable steps to ensure the reliability of any employees of his who have access to the personal data.í



In addition, the chain of responsibility for security extends beyond the immediate compassremit of the data controller. The controller must has  the responsibility for ensuring by means of a contract that any agency operating on its  behalf  in processing personal data is able to maintain adequate security. 



8.	Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.��

This Principle is discussed further below.



Some definitions



The Act defines data, personal data, data subjects, data controllers, data processors,  and  what was  originally called the  Data Protection Commissioner, but once the Freedom of Information Bill is passed, will be called the Information Commissioner. There are also important sections regarding the transfer of personal data to other countries. 



What is p

Data

?

The 1998 Act defines ëDataí as information that is:



being processed by means of equipment operating automatically in response to instructions given for that purpose; or

recorded with the intention that it should be processed by means of such equipment; or

recorded as part of a relevant filing system or with the intention that it should form part of such a system; or

forms part of an accessible record.



Information falling under any one of these headings constitutes ëdataí. The first heading  is computerised data.  The term ërelevant filing systemí is defined in the Act as:



ëany set of information relating to individuals to the extent that, although the information is not processed by means of equipment operating automatically ... the set is structured, either by reference to individuals or by reference to criteria relating to individuals, in such a way that specific information relating to a particular individual is readily accessible.í



Therefore, collections of papers in a folder that have no order or structure may be exempt from the 1998 Act.  Any document collections with even minimal ordering are likely to fall within the remit of the Act. It could be that the data in one file is meaningless unless it is combined with another file. Each individual file would  be  considered to be ëdataí.  However,  it is worth noting that the application of the Act to manual systems does not take effect immediately. 



The fourth heading (ëaccessible recordí) means a health record created by a health professional, a school educational record or a public record relevant to local authority housing or social services.  It does not apply to higher education institutions, although curiously it sometimes applies to further education colleges in Scotland.



Personal data



Not all data is subject to the Act. Only ëpersonal dataí is subject to the Act. ëPersonal dataí is data information relating to an identified, or identifiable, living individual. Data about corporations is not ëpersonal dataí. An ëidentified individualí is easy enough to understand.  An ëidentifiable individualí is someone who can be identified directly or indirectly. This could be by means of an ID number, or some characteristic, associated with that individual, which is in the possession or is likely to come into the possession of the ëdata controllerí.  This latter term is defined below.



Note that the individualdefinition states must bea living individual. The Act does not apply to data about dead people. If you are not sure if the individual is alive or dead,  it is reasonable to assume the life expectancy of individuals will be is  up to 100 years.



Data subject

 

The individual is known as the data subject. The data subject need not be a UK  citizen, and can live anywhere in the world.  As long as the data is under the control of a body that is UK-based, or is held in the UK, the Act will applyies. There may be issues for s 



Data recorded even for very short periods of time still falls under the Act. For example,  data temporarily cached onstored in a personal computer’sPC’s memory falls under the Act. Data can be in any medium, and so includes microfilm, movie film, CCTV video,  audio tapes, and so on.  and so on - As long as information about, or recordings of living identifiable individuals are involved and the information is capable of being processed in respect of the individual, then the Act applies. 



If readers are in doubt whether certain data would be subject to the Act or not, they should consider the following hypothetical situation.  Your manager rushes into your office and says to you ëWhat do we have on Joe Bloggs?  I need an answer in the next half hour.í  If you are able to retrieve information about Joe Bloggs in that space of time from a data collection, then that collection is subject to the Act.



Sensitive personal data



This is  data referring to:



racial or ethnic origin

political opinions

religious or similar beliefs

membership of trade unions

or mental health

sexual life

commission, or alleged commission of offences

any proceedings for any offence committed or alleged to have been committed, the disposal of such proceedings and the sentence of any court in such proceedings.

 

Such sensitive personal data  can  be processed, but  only under strictly controlled circumstances.  For example, such data about employees may  be processed if it is necessary to comply with legal requirements imposed on employers.  Processing medical records in an emergency, for example   where a person is suffering from a communicable disease and refuses to consent to the disclosure of a list of people  who might have come into contact with him or her, is also permitted.



� seq NOTE\r 0\h �� seq NOTE\r 0\h �� seq NOTE\r 0\h �� seq NOTE\r 0\h �In addition, certain non-profit making associations carrying out political, philosophical, religious or trade union activities may process the sensitive personal data about their members as long as it is relevant to their aims and relates only to � seq NOTE\r 0\h � � seq NOTE\r 0\h � � seq NOTE\r 0\h � � seq NOTE\r 0\h � � seq NOTE\r 0\h � � seq NOTE\r 0\h � members or others in regular contact � seq NOTE\r 0\h � with them.   Then, personal data in the public domain that has been made public as a result of steps deliberately taken by the data subject may be processed.   Sensitive data  needed for legal proceedings, including prospective proceedings, for obtaining legal advice, to defend legal rights, for the administration of justice and for the exercise of statutory or government functions can be processed. This is a very broad definition, and it is unclear yet what it will, or will not encompass. 



� seq NOTE\r 0\h �Processing for medical purposes does not always require the data subject’s consent when undertaken by ëhealth professionalsí. 



� seq NOTE\r 0\h �� seq NOTE\r 0\h �Processing sensitive personal data for ethnic monitoring, i.e. to check that an organisation is fulfilling its obligations under racial equality laws, is permitted.



Finally, you may process such data when you get explicit written consent from the data subject.  There is an implication that the consequences of any consent have been fully explained to the data subject.  



Data controllers



This is any individual or undertaking, whether alone or jointly, who determines the purposes for which, and the manner in which personal data are, or are towill be processed.  One can  be a data controller without owning a computer; for example, the owner of a files in a filing cabinet is a data controller.  You can also be a data controller without physically possessing any personal data; the data may be held somewhere else, but if you are the person that gives instructions regarding its use, then you are the data controller. 



Data processors



These are  ëany person other than an employee of the data controller who processes data on behalf of the data controller.í Data processors include market researchers who collect data on behalf of a data controller. Data processors  do not have obligations under the new Act.   The onus now rests with the data controller.  Data  processors must instead  be subject to strict controls under the contracts they have to sign with data controllers.



The  Information (Data Protection) Commissioner



This was  the Registrar under the 1984 Act. Under the 1998 Act, the requirement to register with (the term is in fact now used is ënotifyí) the Commissioner ) is somewhat has been relaxed somewhat. However,, though this does not mean is no way relaxes the other obligations have been relaxed. 



One important duty of tThe Commissioner has, in fact, a wide range of  duties.  These include: Handling Rrequests for  aAssessment - any person may can ask the Commissioner for an assessment of whether processing of data is being carried out in compliance with the Act;  

Serving Iinformation notices - the Commissioner may serve an ëinformation noticeí on any data controller demanding information within a specified time from the controller;   For example, an individual could ask the Commissioner to make an assessment following a government announcement of a plan to introduce ID cards ass to whether this would comply with the Act. The Commissioner is not obliged to take up every such case. 

Serving Eenforcement notices - the Commissioner may serve such a notice requiring the data controller to amend, block, erase or destroy personal data; and   Powers of entry  -   Tthe Commissioner has the right to ask a judge or sheriff for a warrant to enter and search premises. 

 The Data Protection Commissioner also has various duties to disseminate information, and guidance notes and the like. 



Obligations  and rights  under the Act





The Act imposes obligations on data controllers (in particular, to abide by the Principles.  It also, and gives certain rights to data subjects, for example to inspect records about themselves, to object to certain types of processing and to sue for damages when certain breaches have occurred. The Act  also also imposes certain obligations and responsibilities on the Data Protection Commissioner, and also gives the Commissioner powers to institute legal proceedings.

�Obligations on data controllers



The Act imposes two obligations on data controllers. The first is to notify the Commissioner of processing of personal data.  The second (there are some exemptions, such as data maintained for household purposes, and data used for national security), is to abide by the Data Protection Principles. 



The rights of the data subjectsThese



There are, in essence, three rights.  The  first right  is a right of access to inspect data held about them. The second is to prevent processing of data about them, including direct marketing data. The third is to sue for damage caused.  Let us briefly look at each of these in turn.   Any data subject, wherever he or she lives, has the right to be told if personal data is held about them upon written request. He or she is also entitled to see, in a form that is understandable, all personal data held about them by the controller. There is a maximum fee that can be charged for this.  The controller has 40 days to respond to the request once it has received the request in writing and any fee payable. 



The data must be provided in ëpermanent formí (this usually  means a paper copy).  A new right for data subjects under the 1998 Act is to be told the source of any data about the subject that the controller has obtained about the subject.  Data controllers therefore need to  record where they obtained personal data from.   Data controllers also have an obligation to record where they pass personal data to, and to inform the data subject of this too, if requested. 



If supplying answers to the data subject is likely to identify another individual is likely to be identified, the controller is entitled to delete that part of the data supplied unless the other individual has consented to this disclosure, or if it not reasonable to delete the data. The Act provides some criteria for what is ëreasonableí or not.  Even if the reference to the identity of the individual in question is deleted, the controller should still supply all remaining data to the data subject. As a general rule, all data on a data subject should be supplied wherever possible and removal ing of other individuals’ names should only be considered inunder exceptional circumstances.



The data subject is entitled to make as many requests as he or she likes, as often as he or she likes, but a reasonable time must elapse between requests. Circumstances may arise where, when checking the data in response to a subject’s request, it is found the data is inaccurate or misleading in some way. There may be a temptation to amend it before passing it to the subject.   The law states that Data may not be amended before being supplied or deleted unless it was going to be amended or deleted anyway.     The right of access to data can be enforced by court order if need be. 

 

The data subject is also entitled to know if the data controller is processing data about him or her so as to make an automated decision about the data subject.  In such cases, the subject is entitled to a description of the decision -making process, but curiously, there is no obligation to supply this in a form capable of being understood by the data subject! 



The data subject is  also entitled to prevent any processing that is causing, or is likely to cause ëunwarranted and substantial damage or distressí to the data subjeceither themselves or to others.  The data subject cannot exercise this right  in some rare cases.  In the case of direct marketing, the data subject need not  even claim damage or distress.  

–

The data subject can ask a court to order correction, erasure or blocking of any data that are false or factually misleading as to any matter of fact.   The data subject is entitled to claim compensation for any breach of the Act that has resulted in damage. Where there is quantifiable financial damage, further damages for distress can be demanded. Where the data have been processed for use by the media, claims may be for distress alone. 



The changes from the 1984 Act and the transitional provisions

 

Arguably, the most important change is that data protection now applies to non computerised records of all kinds. Thus, material in filing cabinets, index cards, microfilm collections, videotape collections are all subject to the Act.

Compared to tThe  most important changes compared  to the 1984 Act, the most important changes are as follows:



extension of the scope to cover non-computerised records of all kinds, including material in filing cabinets, index cards, microfilm collections and video collections manual records.

new title for the Registrar, who now becomes the Commissioner, and has more extensive duties and enforcement powers such as regarding enforce

new rights for data subjects, including the right to prevent processing of data for direct marketing, wider grounds for compensation claims and the right to insist on destruction of data in some cases

data subjects are entitled towill be able to obtain more information from data controllers than previously hitherto; for example, they are entitled to know the purposes for which the data are held, the data sources, and who the data may be passed to

reduced responsibilities for data processors (formerly called computer bureaux), but an increases in responsibilities for data controllers in regard to their relationships with data processors

a notification scheme that is less onerous than before

a much wider definition of the term ëprocessingí than within the 1984 Acthitherto. (This now includes: organissing adapting and altering data; retrieval, consultation or use of the data; disclosure of the data in any way; alignment, combining, blocking or erasing the data.  It even extends to glancing at a VDU or picking up a piece of paper in the street..)

special treatment given to sensitive data

special treatment given to journalism, literature and art, as we shall see

restriction of transfer of personal data abroad, as we shall see

removal ofThe old exemptions for word processed documents and for statements of intentions towards a data subjectare removed

the importance of the informed consent of the data subject.   (ëConsentí can only been obtained by a positive  action by the data subject: ; the lack of response cannot be deemed to beimply consent. Similarly a consent obtained under duress, or by not supplying full facts to the data subject the full facts cannot be deemed to be consent. Consent can be oral, but in such cases data controllers are advised to tape record it.  It is worth bearing in mind that Ddata subjects may, under some circumstances, be able to withdraw consent previously given.)

. This is a factor that should be borne in mind.

special rules regarding decisions taken about individuals based solely on automated processing of personal data. Data subjects have to be told if such decisions are taken and will beare entitled to see the ëlogicí behind any such decisions 

the Data Protection Principles have been amended and extended in places

statements of intention  are now considered personal data.

This is important because when t

Many of the new rights and responsibilities, however, take effect only over a period of time.



 The transition to the new regime



There are three   dates to note:  24 October 1998, 24 October 2001 and 24 October 2007.   The significance of these dates depends on the type of data (manual or automatic) with which an organisation is concerned,  and whether processing was ëunder way ë immediately before 24 October 1998. ëUnder wayí  is defined as ëoccurring on a regular basisí.  Processing that was not under way immediately before 24 October 1998  is not subject to the transitional exemptions - in other words, the full rigour of the Act applies immediately.  To enjoy receive transitional relief, any processing under way before 24 October 1998 must  have continued without a break.  If there is a break, and then processing resumes, the  1998 Act takes immediate  effect.  What if a database was in existence before October 1998, and has been steadily amended over time, with additions and deletions, so that today it contains no data that was present  on 24  October 1998 and comprises only new data?  In my opinion, this is a database that has been processed continuously since before October 1998, and therefore the transitional exemptions apply.  In other words, it’s not the date of addition of the particular piece of data that counts, but rather whether it forms part of a long-standing database. 



The text that follows regarding transitional relief applies only to these longer-standing databases.



Until 24 October 2001,  many  of the provisions of the Act do not apply.  The major transitional reliefs from the Act’s provisions that apply before during this perioddate are as follows:



exemptions under the 1984 Act regarding personal data for payroll and accounts will continue to apply

exemptions under the 1984 Act for unincorporated members’ clubs, and for mailing lists will continue to apply

exemptions under the 1984 Act on back up data will continue to apply

manual data is not yet subject to  much of the Act: in particular, it is exempted from all the Principles except for the sixth Principle. (Subject access, and certain obligations to rectify, block or erase data at the data subject’s request apply from day one).  However, manual data held by a credit reference agency is not exempted during this period, and the full force of the Act applies with immediate effect. 

the new rules for data for historical research (see below)  do not yet apply

health records under the Access to Health Records Act 1990 will generally be subject to the Act, but certain parts of the Act’s provisions will be phased in over this period

the requirement to give notice to data subjects of the purposes for which data are acquired or collected do not yet apply

provisions relating to the processing of sensitive data do not yet apply

provisions relating to subject access will continue to follow 1984 Act rules

provisions relating to the data subject’s right to know the source of the data, and the logic employed in systems where decisions are based on automated processing do not yet apply

provisions empowering the data subject to require that decisions may not be made solely on the basis of automated processing do not yet apply

provisions relating to transfer of personal data do not yet apply

provisions relating to objections to processing, including direct marketing do not yet apply

the right to sue for damage will continue under 1984 Act rules, except for cases relating to the special-media related purposes which take effect immediately

existing data users will not be subject to the 1998 Act’s provisions for the Commissioner to make preliminary assessments prior to permitting processing to commence

the requirement to impose contractual conditions on data processors does not yet apply. 



It is clear, therefore, that much of the impact of the Act for pre-existing databases  will not occur until October 2001.  Nonetheless, my advice would be that, rather than relying on such a short-term exemption, wherever possible readers should ensure their systems, and their responses to requests, are in place right away as if the law was already in full force.  This both ensures the databases are lawful and systems are known to be robust by  late 2001, and also helps   develop goodwill with data subjects.



�24 October 2007 



Two exemptions alone will apply from October 20001  until 24 October 2007. After 24 October 2007, all parts of the Act are in force. The exemptions that apply during this second period are for apply only to processing that was already taking place, not for to new processing.  They are:



manual data  are  still exempted from some of the Principles; and  

manual and automated data used for historical research are exempt from certain provisions of the Act. 



Exemptions



Not all personal data falls under the full jurisdiction of the everything that is undertaken with personal information will be subject to the full force of the law1998 Data Protection Act. . There are many exemptions to the full operation of the Act.  The exemptions apply tovary according to the particular circumstances and nature of information and its use. 



they vary in the extent to which they require provisions in the Act to be followed. There are many exemptions.  This Briefing paper has concentrated on those most likely to be of relevance to higher education institutions.  If readers are advising others in their organisations on data protection,  they should check the exemptions carefully.   Always assume that  any activity is not exempted unless is clearly specified as such. 



� seq NOTE\r 0\h �Health, education and social work



The Secretary of State can exempt from the subject information provisions, or modify those provisions in relation to, personal data consisting of information on the physical or mental health or condition of the data subject.

The Secretary of State can also  exempt from the subject information provisions, or modify those provisions in relation to: 



personal data in respect of which the data controller is the proprietor of, or a teacher at, a school, and consisting of information relating to persons who are or have been pupils at the school; or similar provisions regarding further education in Scotland.



The Secretary of State may, by order, exempt from the subject information provisions, or modify those provisions in relation to, personal data  relevant to social work.



� seq NOTE\r 0\h �� seq NOTE\r 0\h �Journalism, literature, art



Special exemptions have been introduced into the 1998 Act for categories of information use defined as ë‘special purposesí’.  These include journalism, literary purposes and artistic purposes. There are  exemptions for publishing material containing personal information that falls  in these special purposes.  In this context, ëpublishingí is defined as making available to the public or any section of the public.



The following exemptions apply:



All the data protection Principles except the seventh - it therefore remains important to maintain appropriate security arrangements against, for example, theft, loss or computer hacking; 

data subject access rights;

the data subject’s right to prevent processing likely to cause damage or distress

the data subject’s rights in relation to automated decision-taking;

the data subject’s rights to data rectification, blocking, erasure and destruction. 



The exemptions are designed to enable freedom of expression and the conduct of activity such as investigative journalism in the public interest.  The exemption is  always considered on a case by case basis, and should not be regarded as a blanket exemption for everything that goes on  that might be published.    It only applies to personal data being processed with a view to publication.  The exemptions even extend to sensitive personal data, and so an academic  writing an article about a politician’s interesting sex life benefits from the exemption.  The exemption applies only to publication ëin the public interestí, and I suggest the Press Complaints Commission Code, the Broadcasting Standards Commission Code and similar will be made the yardstick for deciding this matter.   Finally, the data controller must reasonably believe that compliance with the relevant provision of the Act (e.g. a data subject’s request to see what is held about him or her) is incompatible with  freedom of expression or the press, i.e., that giving the individual access would prevent in total or in part the publication of text that should be published in the public interest.   The individual is entitled to take the controller to court to get a judgement whether the  journalistic exemption should apply or not.



Whilst the exemption seems clear enough in terms of journalism, it is vague when  it comes to literature more broadly.  I suggest that library and information services' databases that involve  ëpublicí personal information,  such as   author’s names  on OPACs and on data downloaded from databases, are likely to fall under this exemption.    Curiously,  whilst there is no objection to processing sensitive information made public by the data subject,  in the case of non-sensitive information made public by the data subject, the full rigour of the Act  applies.  Thus, if we consider information such as bibliographic citations which have clearly been made public by the individual, who chose to write that article or book and have it published, there is still an obligation on those who hold such data to abide by the Data Protection Principles.  It is therefore important to establish the precise remit of the ëliteratureí exemption.    Such bibliographic records are collected  with a view to publication (of the OPAC or database - electronic publication is still publication).  There is a strong case that they are collected and published in the public interest.  Finally, if the data were not disclosed, this would frustrate the public interest by offering incomplete databases.  This may seem all very nit-picking, but could have important consequences for libraries.  If my arguments are correct, libraries would not have to respond, for example, to data subjects’ requests for copies of what bibliographic data is held about them, and cannot be sued for holding data that may cause them distress.  The classic example is from Germany, where a  prominent right-wing politician was caused distress because a library OPAC recorded the fact that as a young man,  he had written a left-wing tract.  



However, many  library and information service activities within higher education institutions, such as records of patrons’ use of facilities,  bibliographic details of books on order, records of searches run by patrons and the like will not be exempt as they are not  being collected for journalistic or literary   purposes.   Such data should be treated as standard personal data and so, for example, patrons should be informed that data is being collected about them, what data is being collected, and who such data is passed to. 



Research, including  history and statistics



Organisations and individuals conducting research, including  history and statistics that involves personal information are able to work, subject to safeguards, under various special exemptions, as long as the  information is not processed:   



to support measures or decisions with respect to particular individuals; and

in such a way that substantial damage or substantial distress is, or is likely to be, caused to any data subject.



If the safeguards are complied with then the following may apply:



the further processing of personal data only for research purposes … is not to be regarded as incompatible with the purposes for which they were obtained;

personal data which are processed only for research purposes in compliance with the relevant conditions may be kept indefinitely;

personal data which are processed only for research purposes are exempt from the right of access to personal data. 



Passing research data on to other researchers, as long as they also only use it for research, is also permitted. 

�This is a complex area of law, and whilst there may be some research carried out by research officers within higher education libraries that falls under this exemption, it is more likely that readers will encounter this issue in respect of data being collected by patrons of their libraries, for example when they wish to deposit their data with the library, whether in machine readable form or, perhaps, in the form of dissertations.



Because of the complexity of this area of the law, I advise readers who encounter this area to take legal advice.



� seq NOTE\r 0\h �� seq NOTE\r 0\h �� seq NOTE\r 0\h �� seq NOTE\r 0\h �� seq NOTE\r 0\h �Information available to the public by or under enactment



Information is  often made available to the public as a legal requirement under an Act, e.g. the  Register of Electors.   Such information is exempt from certain of the Act’s provisions. 



Disclosures required by law or made in connection with legal proceedings etc.



In certain circumstances, information has to be disclosed by law - in response to an Act, or by order of a court. These, too, are exempt from some provisions of the Act. 



� seq NOTE\r 0\h �Confidential references given by a data controller



This is a new area of law, and is one that is both counter-intuitive and is likely to be encountered by readers.  The writer of a reference is not obliged to provide the data subject with access to its contents.  The recipient of the reference, however, is obliged to show a data subject the references he or she has received about that data subject.  It makes no difference whether the reference has been marked ëconfidentialí or not.   



� seq NOTE\r 0\h � Management forecasts, etc.



Personal data processed for management forecasting or planning to assist the data controller in the conduct of its business are exempt from the subject access  provisions  to the extent to which subject access would prejudice the conduct of that business.



Examination marks and examination scripts



These are subject to certain limited exemptions.  In particular, students are entitled to inspect their exam marks, but not until those exam marks are made public anyway, or within five months of the request, whichever is the sooner.    Students’ entitlement to see their examination or assignment scripts, complete with examiners’ (illegible) comments is a controversial area, and experts are uncertain if students will have this right under the Act.   Readers asked about this aspect of the law  should take professional advice.

�Security measures



Appropriate care should be taken of personal data, taking into account the availability and cost of suitable technology to achieve these aims. The security level should be appropriate to the level of potential harm if the data were lost or disclosed without authority.



Disclosure  includes leaving data visible to third parties, for example a VDU whose screen is visible to a member of the public, or record cards left in a visible position. It even extends to staff discussing the contents of personal files within earshot of third parties. Thus, for example, cConversations in open plan offices where the public can visit, or conversations on mobile phones which involve personal data within earshot of others are  breaches of the law.   This may provide a useful weapon in the higher education librarians’ war against students’ use of mobile phones in the library.



Transfer of Ddata outside the EEA



The eighth Principle prohibits data controllers from transferring personal data to countries that do not have ëan adequate level of protectioní. Two questions therefore are generated, arise: what constitutesis ëan adequate level of protectioní and what isdoes ëtransferí mean? 



Three key features can be identified that are likely to indicate thatreasonably assumed to have to be present for there to be an adequate level of protection exists. These are as follows:

:

the presence of a data protection law that includes obligations on data controllers to obey a set of principles similar to the UK’s Principles;

rights for data subjects to inspect records about themselves, to demand rectification, and to sue for damage caused by inaccurate data;

The presence of a supervisory body similar to the  Information (Data Protection) Commission.



It is still unclear , however, how broadly or narrowly, adequacy will be defined beyond these basic principles. It is likely that No doubt muchevaluation will depend upon the particular circumstances of the type of data being transferred, so that transfer of one type of data to a particular country may be acceptable, whilst transfer of sensitive personal data to the same country may not be.  The European Commission can, in theory, produce three types of list to assist data controllers:



a- blacklists of countries with totally inadequate protection;, 

a white lists of countries with totally adequate protection;, and 

a grey lists of countries that are considered adequate for some types of data, but not for others. 



The Commission has failed to provide any white, grey or blacklists, and might never  publish such lists.  The USA has no federal data protection law.  Some states have such laws, but personal data use is largely self-regulated by trade associations. So, the USA prima facie would be considered for black listing and even data about a US citizen could not be legally transferred from an EU country to the USA.   Under the Act, all countries within the European Economic Area (EEA) are deemed to have adequate levels of protection, and you may therefore transfer to any or all such countries without problem.   The EEA is the EU plus a few other countries. 



ëTransferí means either exporting data or  , or can mean permitting people overseas to access the data and keep it in their own country. Exporting includes the sending of the data abroad, whether in the form of paper, floppy discs, material on the hard disc on a portable computer, or sending the material by online to a country outside the EEA. 



Permitting people abroad to access and keep the data occurs where a database is maintained in the UK, but individuals outside the EEA can view and download such data. Therefore, placing personal data on web sites  permits people outside the EEA to access that data, and means thattherefore the Data Controller in question will have breached the Eighth Principle.



It makes no difference whether the transfer is to third parties outside your own organisation, or are within the organisation.  Therefore, executives travelling from the UK to outside the EEA, or company intranets that permit access to users outside the EEA, are just as problematic as the more obvious transfers.  Transfers occur every time personal data is made available to individuals outside the EEA, whether they work for your organization or not.

Examples of a transfer would be sending manual materials to (say) India or the Philippines for keyboarding, or an executive travelling  to the USA with a laptop that contains information about persons to be  contacted when in the USA.



The prohibition of transfer of personal data is not absolute. Transfer may still take place if any of the following applies:



where the individual gives consent to the transfer (this consent would be on a case by case basis: a blanket agreement is unlikely to be accepted by a the Ccourts).

where the transfer is necessary for the performance of a contract between the data subject and the controller

where the data subject has requested the transfer as part of some pre contractual arrangement

where the data transfer is to fulfil a contract that is in the interests of the data subjectquite how that would be defined is not clear)

where the transfer is necessary for important public interest grounds or for the fulfilment of legal claims 

where the transfer is to protect the vital interests of the data subject

where the transfer is from a public register which is there to provide information to the public.



In addition to the general exemptions mentioned above, the Act provides for transfers to non approved countries if they are made on ({contractual)} terms whichthat are ëof a kind approved by the Commissionerí.  Such a contract needs to include:



The contract must provide provision for safeguardings that all personal data is protected and must specifying the circumstances in whichsituations where data may be onward transferred to other bodies

Tthe data controller in the EU issuing awill guarantee that the data was  lawfully collected

the responsibility of tThe receiving data controller will be responsible only for guaranteeing the security of the personal data (as set out in the Seventh Principle)

agreement on tThe purposes for which the data are transferred. should be clearly set out and agreed by both parties



An alternative to the contract is the idea of ësafe harboursí in non EEA countries. These are companies that commit to a set of privacy principles that meet the EC’s requirements. Any data transferred is stored by the safe harbour and may not be transferred anywhere else.  None has yet been established.



In the case of data processing that was already under way at 24 October 1998, the prohibition of data transfers outside the EEA does not come into force until October 2001. 



It  is inevitable that personal data in respect of clients, staff, suppliers and correspondents will be collected and will be transferred abroad using e-mail or the internet. Much of this will involve transfer of data to outside the UK.   Electronic mail  addresses on a web site could be illegal without the permission of the data subject(s) concerned. One could envisage examples where the transfer of e-mail or fax details abroad would be objectionable, for example if they were passed to an organisation that specialised in sending unsolicited e-mails or faxes from outside the EEA. Readers should exercise caution in transfer of any personal data abroad. 



Summing up



To briefly sum up the major library activities and their implications:



Data about library patrons - subject to the full force of the Act;  users should be informed about what data is being collected about them and who it may be passed to; they are entitled to inspect their records, insist on corrections, and sue for any damage in inaccurate data (e.g. if the data claims they have overdue books and this prevents them matriculating)

Data about reading activities of patrons - as for 1 above

Data about authors in catalogues - I have argued that this will come under the ëliterary workí exemptions, which exempts libraries from many of the Principles: however, I would argue that efforts should be made to ensure the data is up to date and accurate

Different types of library patrons, e.g. external users, distanced learners, etc. - irrelevant to application of the Act

Security measures - ensure that no unauthorised people can see or hear personal data, e.g. on VDUs at issue desks

Security cameras - if you use  covert CCTV or similar to prevent theft, mutilation, etc., you should have signs up warning patrons that such things may be in use

Staff should not divulge patron details to any third party, even within the institution.  Thus, for example, if a lecturer wishes to borrow a book and learns it is out on loan to a student, and then wishes to know the name of that student so as to contact the student to ask him/her to return the book early, this information should not be divulged.  Likewise, the library should never give a reply, positive or negative, to a request from a third party on whether a particular individual is registered with the library.  This is because the third party could be an abusive partner, ex-partner or relation.  In all such cases, the student should first be asked whether (s)he has any objection to the data being passed on.



Overall,   if you conduct the library in a sensible and business-like way, and have regard of the needs and wishes of individuals, there is no reason why the new Act should prove particularly onerous.   Indeed, there is an argument that for the library and information service profession, the new Act will prove less of onerous than the old Act.  



Some useful sources  on data protection



Guide to the practical implementation of the Data Protection Act 1998, British Standards Institution, 1999- (loose-leaf updated service). 



The Data Protection Registrar’s Web site,  at: 

http://www.open.gov.uk/dpr/dprhome.htm  It is strongly recommended for guidance notes and news on the implementation of the new Act.



The Office of the Data Protection Registrar has, in addition, produced a free introductory guide to the Act, which is very useful: The Data Protection Act 1998: an introduction, 1998.  ISBN 1 870 466 21 7, obtainable  from the ODPR. 



There are currently relatively few books on the 1998 Act.  The  best is: R. Jay and A. Hamilton, Data protection: law and practice, Sweet & Maxwell, 1999, ISBN 0 7520 0623 1



Finally, JISC has issued a useful Higher Education Senior Management Briefing Paper on the Data Protection Act 1998 on the JISC Web site at:  

http://www.jisc.ac.uk/pub99/sm09_data_prot.html
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